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Internal Audit and Consulting Quarterly Report  
UM 

 
The Interim Chief Audit Executive will be available to answer any questions.   
 
FY2018 Audit Plan Changes since the September 2017 Board of Curators Meeting 
 

Audits Changes Since 
Last Meeting 

Internal Audit Plan 58 

+ Additions to the Plan  
1. SOM Surgery Department Restructure Consulting 

Project 
2. MU Health, Compliance Department Administrative 

Review 

+2 

 

- Recommended Cancellations due to timing of administrative 
review implementation efforts 

1. UMKC, Assessment of progress made in 
transformational Work 

2. MU, Assessment of progress made in 
transformational work 

3. UMSL, Finance and HR consolidation assessment at 
major milestones 

 
-Recommended consideration for FY2019 Plan due to lower 
risk compared to other audits 

1. System-wide cash operations 
2. MU Trulaske Business School 

 
Audits from FY2017  

 
-3 
 
 
 
 
 
 
 

-2 
 
 
 
 

+12 
Adjusted Total 67 

 
Status of the remaining audits from the FY2017 Audit Plan: 

• Six audits completed 
• Five audits in process 
• One audit not started  

 
Status of audits from the FY2018 Audit Plan (with recommendations above incorporated) 

• Three audits completed 
• Seven audits in process 
• Forty-five audits not started 
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The following graph represents the combined status of both the FY2017 remaining audits 
and the FY2018 Audit Plan. 
 

 

 
Audit Performance 
 
Listed below are the internal audit assurance reports issued since the September 2017 
meeting of the Board of Curators.  An executive summary of the audits are included for 
your information.   
 
There is a time-lag between when field work is completed and when a report is issued in 
order to provide appropriate time for agreed upon action plans to be written. The full audit 
reports are available upon request from the Office of Internal Audit and Consulting 
Services.  
 

 Internal Audit Assurance Reports Report Risk Rating 
1. Human Resources Processes, MU School of 

Medicine, July 2017 
 

2. Department of Medicine, MU School of 
Medicine,  August 2017 

 

3. College of Arts & Sciences, UMSL, September 
2017 

 

4. Parking and Transportation, MU, October 2017  

5. College of Arts, Science & Business, Missouri 
S&T, October 2017 

 

 

46

12

9

FY2018 Audit Plan Status Including FY2017 Audits

Not Started In process Completed

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5



  February 1-2, 2018 
 OPEN – AUD – INFO 1-3 

The reports include an executive summary with our assessed level of risk, as well as a 
summary of issues and management's action plan.   
 
In addition, the Office of Internal Audit and Consulting Services completed one 
investigation under attorney client privilege. 
 
Criteria Used for Assessment of Risk:  

Extreme – Very significant impact to the Institution, campus, or unit.  Significantly 
material in terms of financial impact, external compliance violation, adverse 
publicity, significant or pervasive weakness in control environment, significant 
inefficiencies, etc.  Typically requires campus and UM System administration along 
with Board attention to resolve. 

 
High – Major impact to the Institution, campus, or unit.  Material in terms of financial 
impact, external compliance violation, adverse publicity, significant or pervasive 
weakness in control environment, significant inefficiencies, etc.  Typically requires 
campus and/or UM System administration to resolve. 

 
 Medium – Moderate in terms of impact to the Institution, campus, or unit. Individual 

instance or an aggregate of low risk items considered moderate in terms of financial 
impact, compliance violation, adverse publicity, weakness in control environment, 
efficiency, etc.  Typically requires leadership attention for the selected audit area to 
resolve with some input from campus and/or UM System administration. 

 
 Low – Minor in terms of impact to the Institution, campus, or unit. Relatively 

immaterial in terms of financial impact, no external compliance violation, little 
adverse publicity, minor inefficiencies, etc.  Typically limited to leadership of the 
selected audit area to resolve. 

 
 Negligible – Incidental or no impact to the Institution, campus, or unit. Immaterial or 

no financial impact, no external compliance violation, no adverse publicity, minor 
inefficiencies, etc.  Typically requires little or no action to resolve. 

 

5

4

3

2

1
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Internal Audit Summary Report 
MU School of Medicine Human Resources Processes 
July 2017 
 
Audit Background 
As healthcare business and medical education has grown and evolved, leadership in the 
School of Medicine (SOM) have moved toward reorganizing and restructuring operations 
in the Dean’s Office to provide greater support for human resources (HR) functions at 
SOM.  Within the past year, several HR professionals have been employed in support of 
both staff and faculty recruiting/hiring, and to work with SOM and MU leadership to 
facilitate HR processes and improvements across SOM. 
 
In addition to hiring faculty and staff to support the SOM teaching, research and clinical 
missions, SOM hires providers and staff that support the clinical mission and business 
operations of University of Missouri Health Care (MUHC). Data extracted from 
PeopleSoft indicates the SOM processed the hire/rehire of 170 benefits-eligible, non-
student/non-temporary faculty and staff in FY17. SOM is responsible for teaching and 
managing the residents, fellows and interns, but these individuals are paid through MUHC. 
MUHC processed the hire/rehire of 203 residents in FY17. 
 
With the support of the Associate Dean of Administration in the Dean's Office, the Senior 
Associate Dean for Faculty Affairs, and the Vice Chancellor of Human Resources Services 
at MU, HR professionals at SOM have assumed a more collaborative role between the 
departments and MU-HRS. 
 
Issues Summary 
HR functions at the institution have been historically decentralized, which is consistent 
with the evolution of overall business operations at the University.  Decentralization has 
contributed to the development of an HR structure focused on transactions, rather than a 
function resourced to promote consistency and follow through with HR best practices 
based on identified metrics.  As a result, HR processes at MU-HRS and School of Medicine 
are inconsistent and lack effective controls. 
 
Management Action Plan Summary 
MU-HRS and SOM will work together to implement a human resources strategic plan 
focused on talent, operational excellence, resource optimization and fostering an inclusive 
and respectful workplace. NOTE:  This work will be integrated with the Administrative 
Review Efforts. 
 
Risk Rating Rationale 
If the current HR structure and practice continues as is, talent acquisition and workforce 
retention, compliance with Federal and state employment laws and regulations, and 
achievement of organizational strategic objectives would be at risk. 
  

Report Risk Rating: 

 

1 2 3 4 5
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Internal Audit Summary Report 
MU School of Medicine, Department of Medicine 
August 2017 
 
Audit Background 
The School of Medicine at the University of Missouri was established in 1872. By most 
measures, the Department of Medicine is the largest of 21 departments in the School of 
Medicine. The Department of Medicine’s mission is to provide the best care to patients; 
create an excellent educational experience for students, residents and fellows; and advance 
the understanding of human illness and disease through creative and collaborative research. 
It includes ten divisions, 100 faculty members, approximately 94 other staff, 70 residents, 
and 55 fellows located at several sites across the University of Missouri Health Care 
system. Patient collections in FY17 were $23 million1, with total inflows of $42 million. 
 
The Department’s current plan includes recruitment of at least 25 faculty across divisions 
to meet future clinical access demands and respond to additional service and outreach 
opportunities, and establishing a positive new asset balance. A new Chair of the 
Department of Medicine was named in October 2016, and a new Department Administrator 
was named in February 2017. 
 
Issues Summary 
The Department of Medicine is performing a manual reconciliation that is automated and 
performed by the System Controller’s Office. 

 
Management Action Plan Summary 
The payroll specialist will discontinue the excel payroll reconciliation between 
PeopleSoft HR and PeopleSoft FIN.  Since the nature of this recommendation is to 
eliminate redundant work and no risk is posed to the Department of Medicine if not 
implemented, no follow-up is required on the part of Internal Audit and the action plan is 
considered closed. 

Risk Rating Rationale 
Fiscal processes evaluated within the Department of Medicine have appropriate oversight 
and are adequately controlled. 
 
 

                                                             
1 Financial figures for the Department of Medicine are taken from the general ledger. Fiscal year 2017 
financial statements have not been issued at the date of this report. 

Report Risk Rating: 
 1 2 3 4 5
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Internal Audit Summary Report 
UMSL, College of Arts & Sciences 
September 2017 
 
Audit Background 
The College of Arts & Sciences (CA&S) houses 21 departments and schools, and six 
centers serving approximately 5,000 undergraduate and 800 graduate students.  The college 
includes a wide range of departments, from Anthropology and Archeology to Theater and 
Cinema Arts.   
 
In January, 2016, the College of Fine Arts and Communication (COFAC) was merged into 
CA&S to help improve efficiencies through economies of scale, and to promote community 
outreach by coordinating the functions of the performing arts programs.  The inclusion of 
fine and performing arts departments in CA&S has raised a number of administrative 
questions, and the Dean’s office requested information and recommendations related to 
managing the relationship between the college and faculty who are working artists.   
 
Issues Summary 
In the CA&S, the Arianna String Quartet (ASQ) is comprised of UMSL faculty members 
who also perform as a quartet not affiliated with UMSL.  Because their academic and 
commercial responsibilities overlap, the quartet members and CA&S must ensure any 
potential or actual conflicts of interest are fully disclosed every year.  Also, the chair of the 
Music Department, together with the Dean of CA&S and the Office of the Provost, should 
develop and document an agreement related to any commercial products the ASQ might 
produce using university resources, including the disbursement of any royalties or profits 
derived from those products.  Finally, the Music Department and the Dean’s office should 
work with the ASQ to clarify the fundraising page of its commercial website so donors 
understand where their donations are going, and how they benefit the quartet and the 
university.   
 
Management Action Plan Summary 
The Dean of CA&S has met with the ASQ and chair of the Music Department to discuss 
the necessity of filing a conflict of interest report each year following the disclosure process 
directed by the provost.  Also, the donation information page has been removed from the 
ASQ website pending changes which will better define the donation options.  The Dean of 
CA&S has completed reappointment letters for all members of the ASQ to clearly define 
expectations for faculty members, and to specify how annual professional development 
funds are to be spent.   

Risk Rating Rationale 
The weaknesses identified in this audit are minor inefficiencies that pose no significant 
risk to either the department or the university.    

 1 2 3 4 5
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Internal Audit Summary Report 
MU Parking and Transportation 
October 2017 
 
Audit Background 
Parking and Transportation (P&T) strives to support the academic mission of the 
University of Missouri by providing safe and efficient parking, effective campus transit, 
and stellar customer service to University faculty, staff, students, and guests.  Their vision 
is to be a premier department through utilizing their human resources and the most current 
technology, practices, and processes to remain a fiscally lean and efficient organization.  

In FY2016, P&T had revenues exceeding $9.4 million.  Of that amount, permits and 
citations account for a large percentage ($5.2 million (55%) and $1.3 million (14%) 
respectively) and are the focus of this audit.    
 
In August 2016, P&T introduced NuPark (aka TigerPark), an automated system, to manage 
the daily operations of the department, which includes permits and citations.  This is a third 
party system with no direct feeds to or from PeopleSoft. 
 
Issues Summary 

• The new system was integrated into existing operations without fully 
understanding its capabilities to enhance previous processes.   

• No daily starter cash count or verification. 
 
Management Action Plan Summary 

• Parking will work with NuPark personnel and software to create and update 
processes centered on the objectives of their processes.  They will also document 
all processes.   

• Parking will use NuPark to add starter cash counting to their daily cash drawer 
reconciliations 

 
Risk Rating Rationale 
The NuPark system has not been completely integrated into P&T’s business processes and 
its functionality is underutilized. Controls around daily starter cash are also missing.  These 
issues do not have a large impact on the department financially so the risk to the University 
is low.  Revenue streams could be more stable and predictable if the department gains 
efficiencies by automating processes to the extent possible and taking full advantage of 
NuPark System capabilities.    
 
  

Report Risk Rating: 
 1 2 3 4 5
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Internal Audit Summary Report 
Missouri S&T, College of Arts, Science and Business 
October 2017 
 
Audit Background 
The College of Arts, Sciences, and Business (CASB) is one of two colleges located on the 
Missouri University of Science & Technology (S&T) campus.  The CASB is home to 10 
academic departments (Arts, Languages, & Philosophy, Biological Sciences, Business & 
Information Technology, Chemistry, Economics, English & Technical Communication, 
History & Political Sciences, Mathematics & Statistics, Physics, and Psychological 
Science) and two military science programs (Air Force and Army).   
 
 
 
 
 
 
 
 
 
 
Issues Summary 
In general, the audit did not reveal any significant internal control problems or weaknesses 
that would be considered pervasive in their effects on the college’s administrative and 
financial controls. The review did identify opportunities for improvement in some areas, 
such as: 
 

• Purchasing Card Compliance and Annual Review, 
• Method of Payment, 
• Travel & Expense, and 
• Segregation of Duties 

 
Management Action Plan Summary 

• Management will continue supporting recent changes to the One Card process.  
These changes were designed to address purchasing card issues identified in this 
report. 

• A plan has been developed and implemented to ensure segregation of duties issues 
related to handling registration, invoicing, and collection of payment for a non-
credit hour course are addressed. 

 
Risk Rating Rationale 
The audit did not reveal any significant internal control problems or weaknesses that 
would be considered pervasive in their effects on college administrative and financial 
controls.  

Report Risk Rating: 
 

Statistics 2016 
Bachelor’s Degree Programs 13 
Graduate Degree Programs 9 
Undergraduate Students Approx. 900 
Graduate Students Approx. 300 
Faculty Count 149 
Full-time Staff 25 
Revenue $29.4M 

1 2 3 4 5
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Risk Assessment and the Creation of an Internal Audit Plan 
 
The FY2019 Risk Assessment and Internal Audit Plan will be presented at the June 2018 
Board of Curators meeting.  The remainder of this report will address the objectives of a 
risk assessment and how it is connected to developing an Internal Audit Plan. 
 
The objectives of a risk assessment are to: 
 
1. Inform governance and leadership of the major risks facing the organization; 
2. Continue building a culture of risk awareness throughout the organization, which 

includes the recognition the management of risks is essential to the successful 
implementation of its strategy; and 

3. Development of an Internal Audit Plan addressing the highest risks in the organization 
and in consideration of available resources. 

 
The Risk Assessment Framework 
 
The framework that will be used for the FY2019 Risk Assessment consists of: 
 

• A common definition of risk, which is the potential for loss or harm – or the 
diminished opportunity for gain – that can adversely affect the achievement of 
an organization’s objectives. 

• Industry trends and risk profiles for higher education and healthcare (see Appendix 
A). 

• A process for gathering audit committee, senior leadership and operational 
leadership perspectives on risk to the organization 

• Criteria for prioritizing the risk (high, medium or low) based on impact, likelihood 
and time (short term versus long term) 

 
The objective of this approach is to take industry specific risks and get to the specific risks 
for the UM System, the four campuses and MU Health. 
 
Development of the Internal Audit Plan 
 
After completion of the risk assessment process the internal audit plan will be developed 
taking into consideration the highest risks to the organization and management’s response 
to those risks.  This will be done in collaboration with the Audit Committee and Senior 
Leadership.  The FY2019 Internal Audit Plan will consist of: 
 

• Audits coming from the risk assessment results  
• Routine periodic reviews of traditional risk areas (operations and IT) 
• Management requests, prior year follow-up results and the risk assessment process 
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The Board of Curators approves the FY2019 Risk Assessment and Internal Audit Plan. 
Questions to consider from a governance perspective are: 
 
1. Is the Internal Audit Plan appropriately focused on those risks which have the biggest 

impact on achievement of organizational objectives? 
 

2. Is the Internal Audit Plan focused at the appropriate level within the organization? 
 
3. Does Internal Audit have the resources and support to deliver on the plan? 
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Appendix A:  Industry Trends and Risk Profiles for Higher Education and Healthcare 
 

   
 
As the public debate continues about the value of a degree, higher education institutions must finds 
ways to engage in the conversation with the various stakeholders.  These conversations and 
perceptions are on driver of reduced funding at the state and federal levels. 
 
 
Addressing organizational structure, reporting lines, curriculum development, IT systems, staff 
engagement, culture and the business model in general are necessary in managing operations 
efficiently to reduce costs.  These are major changes and important in delivering institutional 
strategy.  Getting assurance over change and transformational initiatives is critical.  
 
  
Demonstrating the success of students (reducing degree completion time, debt and improving job 
success) are critical factors in demonstrating the value of higher education.  Institutions are being 
challenged to realign services and process for student success and demonstrate that success through 
relevant and accurate reporting. 

 
Academic research institutions are challenged in securing decreasing federal funding, 
keeping/attracting research talent, and providing state-of-the-art facilities and equipment.  
Creating new knowledge and transitioning this to technical, medical and business applications 
continues to be a major drive for economic development and institutional reputation. 
 

Value proposition of higher 
education 

Delivering organizational 
change and transformation 

Research and research 
funding 

Student Success 

Be Below are higher education industry trends to consider during the risk assessment 
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Higher Education Risk Profile – FY2019 
Strategic Risks Academic Enterprise  Administrative Enterprise Regulatory/Compliance 
• Enrollment targets 
• Student centered processes 
• Research targets 
• Social media  
• Branding & reputational 

management 
• Tax reform impact 
• Public perception of the value 

of higher education 

• Program development or 
discontinuation 

• Allocation of resources 
aligned with institutional 
priorities 

• Alignment of faculty 
roles/expectations  

• Academic administration 
• Transcript and academic 

credentialing  
• Security of students and 

faculty abroad 
• Immigration status for 

faculty, scholars and staff 
• Graduation rates and 

timeliness 
• Scheduling practices 
• Admissions practices 

alignment with institutional 
priorities 

• Classrooms and Labs  
• Research integrity 
• Student academic integrity 

 

• Salary structure aligned with 
institutional priorities 

• Oversight of faculty 
recruitment, retention, 
development and turnover 

• Fund use aligned with 
institutional priorities 

• Administrative service 
quality 

• Treasury/cash management 
• Timekeeping and Payroll 
• Budgeting and Monitoring 
• Accounts Payable 
• Employee Benefits 
• IT procurement 
• Data privacy and integrity 
• Cybersecurity 
• Building maintenance and 

safety 
• Fraud 
• Supplier/contractor activity 
• Employee conduct 
• Internal communications 

 

• NCAA regulations 
• Title IX regulations 
• Conflicts of interest 
• FERPA/HIPAA 
• Research grant compliance 
• Intellectual property  
• Gifts 
• Discrimination or harassment 
• EEOC or ADA matters 
• Environmental Health and 

Safety 
• Import/export controls 
• FMLA  
• Workers compensation or 

disability benefits  
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The transition of the healthcare system from volume based to value based reimbursement is underway. The 
focus is to lower cost and increase quality outcomes through alignment of incentives and management 
of risk.  To operate successfully, healthcare organizations must have visibility into the care continuum 

with up-to-date patient, financial and operational data. 

 

 

Lowering unit costs and identifying ways to optimize the value of limited resources is critical to reducing 
expenses as reimbursement declines. 

 

 

   

As healthcare needs grow, attracting and retaining healthcare professionals, especially physicians and 
nurses is a key factor in transitioning to new models and achieving organizational goals. 

 

 

 

Transition to value based care 
and population health 

management 

Managing operations 
efficiently to lower costs 

Focus on talent 

Below are healthcare industry trends to consider during the risk 
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The convergence of biomedicine, information technology, health data, wireless and mobile have transformed 
medicine from an art to a data driven science.  This convergence drives the provision of the right care, in the 
right place, at the right time, and at an affordable cost. 

 

 

 

Regulatory changes, technological innovations, financial pressures, and market dynamics are fostering a period 
of rapid consolidation among healthcare providers. 

 

 

 

As consumers begin to assume more of the financial burden of healthcare, providers must shift to building life-
long connections with patients. 

 

 

 

Source:  Adapted from Deloitte materials 

 

Effectively using enabling 
technology 

Consolidation 

Consumer engagement 
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Health Care Risk Profile – FY2019 
Strategic/Reform Finance/IT/Infrastructure Quality & Patient Care Regulatory/Compliance 
• Physician compensation 

strategy 
• IT strategy implementation 
• Data strategy 
• Stakeholder alignment 
• Affiliations and joint ventures 
• Clinical innovation 
• Talent acquisition 
• MACRA 
• Population management 
• Shift from volume to value 
• Bundled payments 
• Network of care 
• Health insurance exchange 

• Financial reporting quality 
and accuracy 

• Controls and monitoring 
• Medical/biomedical devices 
• Workplace safety 
• Disaster recovery 
• Business continuity 

management 
• Construction management 
• Patient portal 
• IT procurement 
• Budgeting 
• Accounts payable 
• User access and segregation 

of duties 
• Health Information 

Technology 
• Revenue cycle 
• Charge capture 
• Supply chain 
• Treasury/cash management 
• Cybersecurity 
• Fraud 

• Quality of patient care 
• Patient safety 
• Quality metrics reporting 
• Patient outcomes 
• Readmissions 
• Patient experience 
• Charity Care 
• Consumer engagement 
• Patient complaints and 

grievances 
• Incident reporting 
• Infection control 
• Two Midnight rule 
• Case management 

• Billing & Coding 
• 340B Drug Program 
• EMTALA 
• Physician credentialing 
• Clinical documentation 
• HIPAA 
• Cybersecurity 
• Physician contracting 
• Medical Necessity 
• Labor and employment 

compliance 
• Medicare/Medicaid 

regulatory compliance 
• Compliance organization 

 


	UAudit Background
	UIssues Summary

